Continuing cooperation

The NRO and Internet Governance
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The
Number
Resource
Organiz ation
(NRO) represents
the five Regional
Internet Registries (RIRs)
that distribute and register
Internet number resources,
including IP addresses
and Autonomous System
numbers
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About the RIRs
About the NRO
The Number Resource Organization (NRO) is
the coordinating body for the five Regional
Internet address Registries (RIRs) that manage
the distribution of Internet number resources,
including IPv4 and IPv6 addresses, and
Autonomous System Numbers.
The NRO serves to promote three shared goals of
the RIRs:
To protect the unallocated pool of Internet
number resources
To promote the RIR system’s open, transparent,
and bottom-up policy development process
To provide public forums for Internet policy
development

»»
»»
»»

The NRO was established in 2003 under a
Memorandum of Understanding (MoU) between
APNIC, ARIN, LACNIC, and the RIPE NCC.
AFRINIC joined the MoU shortly after it was
established in 2005.

The Regional Internet Registries (RIRs) provide the
core service of distributing and registering Internet
number resources.
Each RIR is a not-for-profit, membership organization governed
by open, transparent processes developed by the community in
a bottom-up manner.
The wider community includes Internet Service Providers (ISPs),
network engineers, governments, regulators, educational institutions,
and other individuals and groups interested in IP networking.
As Internet number resources are a public resource and are not
individually owned, RIRs charge service fees for registration and
administration of Internet number resources or membership fees that
cover the access to all the registration services, including:

»» Registering Internet number resources (IPv4, IPv6, and
Autonomous System (AS) numbers)

»» Managing reverse Domain Name System (DNS) resolution
»» Providing a whois database service
»» Maintaining Internet Routing Registry information
»» Providing public forums for Internet policy development

Internet
governance
The policies and
mechanisms under which
Internet community
stakeholders discuss
the development and
use of the Internet. The
NRO has participated
in Internet governance
discussions since its
inception.
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Evolution of Global
Internet Governance

Engage
Historically, networks of organizations have
cooperated to ensure the smooth operation and
development of the Internet.
Over time, this open and collaborative “network of
networks” has expanded to include more and more
stakeholders, with participants forming new groups
according to their expertise.

These
organiz ations
include:

» IETF

The Future of
Internet Governance

» ISOC
» IAB

» RIRs
» IANA
» ICANN

In 2009 the NRO pledged its commitment to
the Internet Governance Forum (IGF) and
supported the extension of the IGF’s original
five-year mandate by the United Nations. In 2012,
the NRO doubled its regular contribution.

Each RIR engages with governments and multinational forums
in their respective regions to address the needs and questions of
those representatives. Activities like RIR-organized government
roundtables and dedicated working groups provide government
representatives and regulators with vital insights, facilitating
the exchange of knowledge and views on the issues surrounding
Internet number resources.
International Telecommunications Union (ITU)

All five RIRs participate in ITU proceedings;
four as Sector Members. They provide technical
guidance on address management issues facing
Member States and the Internet at large. NRO
representatives contributed to the work of
the ITU IPv6 Group (concluded in June 2012),
and are actively engaging with ITU forums
including the World Conference on International
Telecommunications (WCIT).
The Organisation for Economic
Cooperation and Development (OECD)

To inform its development of Internet policy,
the OECD formalized the crucial advisory role
of the technical community as the Internet
Technical Advisory Committee (ITAC). The
NRO is a founding member of this group, and
it continues to actively engage with the OECD.
Internet Governance Forum

RIR participants represent their communities and
the Internet technical community more broadly
in the global Internet Governance Forum (IGF)
and many national and regional IGF events.
They also contribute to the coordination of
various events, including the newly launched
Arab IGF, through membership of the Multistakeholder Advisory Groups (MAGS).

In the spirit of the IGF, many additional forums have been
established to facilitate further discussion on Internet
governance, while considering regional and national issues.

Asia-Pacific Economic Cooperation (APEC)

APNIC is a Guest Member of the APEC
Telecommunications and Information
Working Group (APEC TEL). To assist APEC
members in their transition to IPv6, APNIC
supported the group’s activities by facilitating
the organization of IPv6 workshops.

Inter-American Telecommunication
Commission (CITEL)

ARIN and LACNIC are Associate Members of
CITEL, a forum for governments and the private
sector to coordinate regional efforts relating to
the global Information Society. Both RIRs have
been active participants in this forum since 2005.
Caribbean Association of National
Telecommunication Organizations (CANTO)

ARIN and LACNIC have both participated
in CANTO’s Annual Conference and Trade
Exhibitions, the most recent one being
held in Miami in July 2012. These meetings
bring together telecom companies and
government representatives from numerous
economies throughout the region.
African Union Conference of Ministers in
Charge of Communication and Information
Technologies

AFRINIC has been appointed as an Observer
to the African Union Conference of Ministers
in Charge of Communication and Information
Technologies (CITMC). As such, AFRINIC
advises the African Union on Internet
related matters, and has been invited as an
expert to several ministerial meetings.
African Telecommunication Union

AFRINIC is an Expert advisor at the African
Telecommunications Union (ATU) on Internet
matters. AFRINIC participates at ATU meetings
around Africa and jointly organizes meetings on
Critical Internet Resources management in Africa.
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Informing the Community

Whois Databases

A key mandate of the NRO is to provide widespread access to
information for the benefit of the whole Internet community.

Each RIR maintains a publicly accessible regional whois
database containing information about organizations
that hold Internet number resources.

Open, Transparent Policy Development

IPv6 Deployment

Every year, thousands of people participate in regular
open policy meetings organized by the five RIRs in diverse
locations around the globe.

IPv6 deployment is arguably the
most important challenge currently
facing the global Internet community.
The RIRs are taking responsibility
for promoting IPv6 deployment
in their respective regions with
extensive education campaigns and
by providing spaces for Internet
stakeholders to share information.

By hosting these meetings throughout their regions, the
RIRs maximize the chance for all community members to
attend in person. Remote participation technologies mean
that those who cannot attend in person can also contribute
to these events and follow discussions in real time.

AfriNIC - IPv6

www.afrinic.net/ipv6
APNIC

www.apnic.net/ipv6
APNIC - ICONS

icons.apnic.net /ipv6
ARIN - IPv6 Wiki

www.getipv6.info

These databases show the organizations that hold the resources, where the allocations were made
and, contact details for their networks. These databases are critical to network operators and
serve an important function for law enforcement agencies.
Network Research

The RIRs are involved in a variety of research and development initiatives that include data
collection and analysis, research, and standards development. This information provides
valuable input into the development of effective and appropriate addressing policies by each
RIR community.
RIR Labs

Statistics and Other Research

»» AFRINIC Virtual Lab

»» IPv6 Regional and Worldwide Adoption

»» APNIC Labs

»» Internet Resources Analysis Interactive

www.afrinic.net/virtual-lab

labs.apnic.net

»» LACNIC Labs

www.labs.lacnic.net

»» RIPE Labs

labs.ripe.net

LACNIC - IPv6 Portal

portalipv6.lacnic.net
RIPE NCC - IPv6 Act Now

www.ipv6actnow.org

System (SIARI)

lacnic.net/en/siari.html

»» RIPEstat (RIS)

ripestat.ripe.net

»» AFRINIC Internet Resources and
Routing Statistics (AIRRS)

ARIN – TeamARIN

teamarin.net

portalipv6.lacnic.net/en/ipv6/statistics

Test Traffic Measurements

»» SIMON (Traffic Delay Measurements)
simon.lacnic.net

»» Test Traffic Measurement (TTM)
apnic.net/ttm, ripe.net/ttm

»» Day in the Life of the

www.afrinic.net/airs

»» Standards Development – Internet Engineering
Task Force (IETF)

www.ietf.org

»» RIPE Atlas

atlas.ripe.net

»» RPKI Worldwide Adoption Monitor
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caida.org/projects/ditl

www.labs.lacnic.net/site/rpki

»» Potaroo (Geoff Huston)
www.potaroo.net
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RIR meeting locations 1992 – 2012

Each RIR offers open meetings in their service regions
twice a year to discuss Internet addressing policies.
These meetings also provide education and networking
opportunities for each regional community.

www.nro.net

Each organization is responsible
for a different
geogr aphic region:
AfriNIC
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AfriNIC
Established 2005
Ebène,
Mauritius

RIPE NCC
Established 1992
Amsterdam,
The Netherlands

APNIC
Established 1993
Brisbane,
Australia

ARIN
Established 1997
Virginia,
USA

LACNIC
Established 2002
Montevideo,
Uruguay

ARIN
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w w w.arin.net
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RIPE NCC

LACNIC
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Supporting the
Root Name Server System
Root name servers are a vital part of the
Internet because they are the first step in
translating people-friendly domain names into
the IP addresses that are used in communication
between Internet hosts.
Anycast Nodes

While there are 13 unique root server names in the root
zone (from A to M), the use of anycast technology by many
root server operators has resulted in over 340 root name
servers being announced in multiple locations on different
continents.
RIR-supported root name server nodes

Wide-scale deployment of these root servers is an
important factor in defending against Distributed Denial
of Service (DDoS) attacks and in maintaining a robust and
secure Internet.

Protecting Critical
Internet Resources
IPv4 and IPv6 addresses and AS numbers
are critical components of the Internet’s
operational infrastructure. The Internet
community created the RIRs to protect and
administer these resources.
In order for the Internet to function correctly,
it is vital for Internet number resources to be managed
efficiently. The management and distribution of Internet
number resources are guided by the following principles:

Internet number resources are
managed according to communitydefined technical and operational
policies that safeguard the efficient
use of these finite resources
(conservation), minimize the impact on
the routing of data (aggregation) and
ensure that networks receive unique
IP addresses.
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Network Security
The RIRs work closely with their communities
to develop and incorporate technologies
to ensure the security of this essential
infrastructure.

Training and
Capacity Building
The RIRs strongly support the growth
and development of the Internet by
conducting training programs around
the world.

Resource Certification (RPKI)

Internet resource certification, also known as RPKI, is a system
based on Public Key Infrastructure (PKI) principles that uses
digital certificates to prove that a specific Internet number
resource has been officially assigned or allocated by an RIR.
All five RIRs are in the process of deploying this system, which
ensures that registration information is current and accurate,
and can contribute to securing Internet routing.

These progr a ms
include:
Face-to-face workshops
and seminars: Delivered
directly by RIR staff and
experts within the technical
community at venues around
the world
eLearning: Delivered
remotely using interactive,
self-paced learning
environments

DNSSEC

Domain Name System Security Extensions (DNSSEC) is
an upgrade to the DNS that addresses several inherent
weaknesses in the DNS. All RIRs have deployed DNSSEC
over their reverse DNS delegations, and several RIRs
have provided training in DNSSEC to their members.
Several regions are currently in the process of submitting
their members’ Delegation Signer (DS) records to their
respective parent zones, adding a further layer of security
from the root to the individual.

IPv6 Roadshow: A program
of hands-on technical
workshops taught by
community experts,
supported by the RIRs and
hosted by local organizations
in developing regions

Cooperation with Law Enforcement

The RIRs’ relationships with law enforcement agencies
ensure widespread awareness of the registry system and
facilitate access to crucial public network data. Several
RIRs now host regular events dedicated to discussing law
enforcement issues as they relate to Internet addressing.

The goal of all RIR training programs is to help all
stakeholders get the most out of their network
infrastructure and conform to global best practices.

CSIRTs and Security Forums

The RIRs are strongly committed to improving the
cybersecurity environment. This includes the promotion
and training of experts in the creation and management of
Computer Security Incident Response Teams (CSIRTs) and
the support of technical forums.

The RIRs place particular emphasis on providing
accessible education, often free of charge, to the
Internet community in developing regions by:
Adjusting fees to match the local economy
Delivering courses in the local language

»»
»»
»» Collaborating with local Internet community events
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Bridging the
Digital Divide

Access for Everyone
The RIRs constantly strive to improve
the openness and accessibility of their
meetings and documentation.

The RIRs play an active role in outreach projects around the world,
connecting with under-represented sectors of their communities through
speaking engagements, trade shows, and other development projects.

Many meetings are accessible via remote
participation tools, such as webcast,
blogs and online chat, while real-time
stenography and simultaneous translation
help to bridge both geographical distance
and language differences.

»» FRIDA: LACNIC supports the Regional Fund for Digital Innovation in Latin America Award

The RIRs offer various fellowships to attend
regional and international meetings and
forums.

program. The program recognizes projects and initiatives that contribute significantly
to the use of the Internet as a catalyst for change in Latin America and the Caribbean.

www.programafrida.net

Key documents are often translated into
local languages to maximize their reach into
regional communities.

»» ISIF: APNIC runs the Information Society Innovation Fund, a grants
program for Internet development initiatives in the Asia Pacific.

isif.asia

»» FIRE: AFRINIC runs the Fund for Internet Research and Education, a grants

and awards program aimed at encouraging and supporting the development
of solutions to information and communication needs in Africa.

www.fireafrica.org

»» The Seed Alliance is a joint initiative of the FRIDA, ISIF.asia, and FIRE programs.
Since 2012, LACNIC, APNIC, and AFRINIC have jointly created a space
to identify and build communities of practice, scale up existing relevant
initiatives, provide better visibility for their respective partners and projects,
and promote networking and mentoring among project groups.

www.isif.asia/seed_alliance

»» Regional Operators’ Groups: The RIPE NCC supports regional groups such as the

Middle East Network Operators’ Group (MENOG) and the Eurasia Network Operators’
Group (ENOG). LACNIC and ARIN support the Caribbean Network Operators’ Group
(CaribNOG). AFRINIC supports the African Network Operator Group (AfNOG), which
has provided advanced Internet technical training in Africa since 2000, as well as national
NOGs, including ngNOG and ghNOG.

www.menog.net, www.enog.org, www.afnog.org

»» Caribbean ICT Roadshow: ARIN and LACNIC support the Caribbean
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www.ctu.int
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Established 2002
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Established 1992
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The Netherlands
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Phone: +320 466 6616
Fax: +230 466 6738
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Phone: +61 7 3858 3100
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